
 

Fortinet Launches Powerful Operating System Upgrades That Extend Wireless Networking 
and Integrated Security for Wired and Wireless Networks

FortiOS Firmware Release Introduces Unique Wireless Controller Extensions and Active Profiling for 
Behavior-Based Policy Enforcement 

SUNNYVALE, CA -- (MARKET WIRE) -- 02/14/11 -- Fortinet® (NASDAQ: FTNT) -- a leading network security provider and the 
worldwide leader of unified threat management (UTM) solutions -- today announced a new release of its FortiOS™ 4.0 
operating system for the FortiGate product family, including today's newly introduced FortiGate-3140B multi-threat security 
appliance. Fortinet will showcase these and other products at the RSA Conference in Booth #923 at the Moscone Center in 
San Francisco from February 14-18. (Editors Note: Please see today's announcement regarding Fortinet's launch of the 
FortiGate-3140B security appliance.)  

The broad advancements offered in the FortiOS 4.0 MR3 operating system introduce wireless controller extensions that 
support automatic provisioning of wireless access points, detection and suppression of rogue access points, multiple 
authentication methods and strengthened unified management of both wired and wireless networks from a single FortiGate 
platform. The upgrade also introduces active profiling and flow-based threat inspection enhancements to the robust OS that 
already integrates firewall, virtual private network (VPN), intrusion prevention (IPS), antivirus, application control and many 
other security technologies. 

Expanded Wireless Options
With the release of FortiOS 4.0 MR3, powerful new security features and performance enhancements are now available for 
FortiGate consolidated security appliances. The advanced FortiOS operating system expands the wireless controller 
capabilities of any FortiGate running FortiOS 4.0 MR3. These capabilities improve security by enabling role-based access 
control to limit access to regulated, proprietary, or confidential data based upon a user's role, as well as allowing customers to 
meet wireless PCI DSS compliance with improved rogue AP on-wire detection and suppression and integrated management 
and reporting for both wireless connectivity and security. 

As a complement to this firmware feature, Fortinet is also introducing the FortiAP-222B outdoor wireless access point (AP), 
which completes the FortiAP family of access points and allows enterprise-wide wifi coverage across the campus with seamless 
roaming. The FortiAP-222B is a high power dual-radio outdoor thin AP that provides wireless client access or air monitor in a 
ruggedized weather-resistant enclosure. This device will benefit enterprises looking to extend their wireless network to 
challenging non-temperature controlled environments, or beyond the physical footprint of a building or campus. The simple-to-
manage-and-deploy FortiAP-222B uses an industry leading high gain 27dB transmit output and highly sensitive receiver which 
permits coverage to a vast area. 

FortiOS Inspection Enhancements
The advanced FortiOS operating system features active profiling that provides the ability to use a form of behavioral analysis 
to create and actively enforce policies based on deviations from corporate, group or individual baseline profiles. A range of 
policy enforcement options is available for suspicious behavior, including monitoring, quarantining and/or outright blocking.  

Flow-based inspection enhancements included with the FortiOS operating system enable more powerful Web filtering and 
traffic shaping features, interface-based "one-arm" IPS, and advanced data loss prevention (DLP) capabilities. Flow-based 
inspection also leverages FortiASIC processors to further accelerate anti-virus, application control, IPS and IPv6 firewall 
inspection. Customers can now select the flow-based or proxy-based security technologies best suited to their unique network 
environment and risk tolerance. 

Other important FortiOS 4.0 MR3 operating system enhancements include: 

● Stronger Authentication: Two-factor authentication via FortiToken, SMS messaging and email is enabled. FortiToken 
supports one-time password authentication, IPSec and SSL VPN authentication, and administrator and firewall login.  

● Expanded Compliance: Extensions in vulnerability scanning have been added to support rogue access point detection 
and suppression in wireless networks. PCI DSS compliance requires periodic detection and removal of unauthorized 
wireless devices.

● Setup Wizards: New HTML-based wizards streamline the setup of all FortiGate consolidated security appliances. Setup 
of basic, as well as advanced firewall, UTM, dual-WAN, and remote VPN security features is now faster and easier.  



"Fortinet's strong footing in security combined with our wireless innovation creates an opportunity for companies that need 
high-performance, secure wireless environments that offer broad protection and the benefits of integrated security," said 
Michael Xie, founder, CTO and vice president of engineering at Fortinet. "By innovating across hardware, software and wireless 
dimensions, we continue to meet the evolving security requirements of our worldwide customer base." 

Availability
FortiOS 4.0 MR3 and the FortiAP-222B will be available this quarter.  

About Fortinet (www.fortinet.com)  
Fortinet (NASDAQ: FTNT) is a worldwide provider of network security appliances and the market leader in unified threat 
management (UTM). Our products and subscription services provide broad, integrated and high-performance protection 
against dynamic security threats while simplifying the IT security infrastructure. Our customers include enterprises, service 
providers and government entities worldwide, including the majority of the 2009 Fortune Global 100. Fortinet's flagship 
FortiGate product delivers ASIC-accelerated performance and integrates multiple layers of security designed to help protect 
against application and network threats. Fortinet's broad product line goes beyond UTM to help secure the extended enterprise 
-- from endpoints, to the perimeter and the core, including databases and applications. Fortinet is headquartered in Sunnyvale, 
Calif., with offices around the world. 

Copyright © 2011 Fortinet, Inc. All rights reserved. The symbols ® and ™ denote respectively federally registered trademarks 
and unregistered trademarks of Fortinet, Inc., its subsidiaries and affiliates. Fortinet's trademarks include, but are not limited to, 
the following: Fortinet, FortiGate, FortiGuard, FortiManager, FortiMail, FortiClient, FortiCare, FortiAnalyzer, FortiReporter, 
FortiOS, FortiASIC, FortiWiFi, FortiSwitch, FortiVoIP, FortiBIOS, FortiLog, FortiResponse, FortiCarrier, FortiScan, FortiAP, 
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